
DEPARTMENT OF INFORMATION TECHNOLOGY, 
CHANDIGARH ADMINISTRATION 

Sw Floor, Additional Deluxe Building, Sector 9-D, Chandigarh -160009 
Phone: 0172-2740641, Fax: 0172-2740005 

No.45/IT/2023/ 2 6.2- 	 Dated 2 (..) 	20)-- 

To 

All Heads of Departments/Boards/Corporations 
Chandigarh Administration. 

Subject: 	Use of CDOrs Standards-based IoTIM2M Plat orm. 

Kindly refer to the subject c te a ave. 
In this regard, please find enclosed herewith the copy of D.O. No. 

4-33/M2MGenera1/2020-NT, dated 05.05,2023 received from Sh. K. Rajaraman, 

Department of Telecommunications, Ministry of Communications, Government of 

India on the subject cited above, which is self-explanatory, for your information and 

necessary action please. 
This is for your kind in rmation & necessary action please. 

-19e640 A/UCLA-A.1a cP L&)Ii (DOT

.LL OPS  
rdDirector, Information Technology, 

Chandigarh Administration O . o 

 

Endst No.45/IT/2023/ 
	 Dated 2 () „S ,2r) 

A copy is forwarded to: 

2) PA/HS-cum-SIT for the kind information of the officer please. 
1) PS/AA for the kind information of the officer please. 

dv) 
Director, Information Techno o 
Chandigarh Administration 



rtorajat cti gal 1, ir 
.Secretary 

Adviser 1 r"e 	•Ii3trator 
No  9 -36 	PA/AA 
Dated.,.1 ,?- 79.57 

Ministry of Communications 
;777:7 
	 Department of Telecommunications 

Azadi Ka  Arylot Mahotsa 	
, 

W.U. 	4-33/M2MGeneral/2020-NT 
Dated: 5th May 2023 

&ea bject: Use of CDOT's Standards-based loT/M2M Platform 	 s 6 tio 
Dear Chief Secretary, 

oe'„ 
At the outset, I compliment the efforts being made by your State in adopting the use 
of automation to increase work efficiency and cut unnecessary costs, leaving more to 
invest in enhancing citizen experience when it comes to public services In this regard, 
I would like to make a special mention of M2M/loT Communication Services which is 
being widely used to create smart infrastructure in various verticals such as power, 
automotive, safety and surveillance, remote health management, agriculture, smart 
homes, Industry 4.0, and smart cities, to name a few, using connected devices. 

2. 	You might be aware that Centre for Development of Telematics (C-DOT), the 
Telecom R&D unit of the Department of Telecommunications, Govt. of India has been 
one of the largest contributors to oneM2M which is the Global Standards for Internet 
of Things/Machine to Machine Communications (loT/M2M) This standard (both 
Release 2 and Release 3) has been adopted as National Standard by TEC (Telecom 
Engineering Centre, Department of Telecommunications) after wide coristittation with 
th industry, academia, Govt. departments and Standard Development Organizations 

IT 
 

IT ('-itlilb0s). The Office Memorandums are enclosed as Annexure-A. This standard is 
also the foundation of the toT stems Part One - Reference Architecture Standard 

k-S S 112)  (IS 18004) published by the Bureau of Indian Standards (BIS).  

3. The standardization of the loT/M2M ecosystem in India will significantly reduce 
numerous problems like interoperability, security, data sharing, changing vendors etc. 
faced by the loT/M2M ecosystem in the country. It would enable users and application 
service providers in various domains like Smart _Cities, Smart Grids and Meters, 
Transportation, Health, Energy, Water Resourc-es, Waste Management etc. to use 
"vendor agnostic" end-to-end interoperable loT/M2M platforms. A brief background 
about oneM2M standards, and its major benefits, is given in Annexure-B. The 
mcnt;cr, of oneM2M standard in the RFPs as a mandatory requirement iS advisable. 
Such a, mandate would prove to be a catalyst in the modernization of the state 
infrastructure and would also fulfill the mission of 'Atmanirbhar Bharat' since this would 
enable indigenous standards-based solutions to be onboarded on the platform. 

4. I would also like to mention that C-DOT has also developed an loT/M2M Platform 
based on oneM2M standards which is called CCSP (C-DOT Common Service 
Platform). Compliance with the loT Reference -Arhitecture Standard can be 
comprehensively achieved through CCSP and any application which is oneM2M 
standards compliant can very easily be integrated with it. CDOT has also established 
a Center of Innovation for loT/M2M, where it is mentoring the startup ecosystem to 
convert their solutions to standards-based solutions by integrating with CCSP. The 
existing solution provider's of your state may be asked to register in the same.  

‘)1r.41 1T49, 20, 3.17TT trZ, 9-4 f''-1 10001 / Sanchar Bhawan, 20, Ashoka Road. New Delhi-110001 
Tel 491-11-23719898. Fax +91-11-23711514 E-mail secv-teleromendv in 



With regards, 

End: as above. 

urs Sincerely, 

Rajaraman) 

2 : 

5. 	I therefore request you to consider the following:  

i. Direct State departments to specify compliance with oneM2M standards in 
their RFPs as a mandatory requirement to ensure safe and secure standards-
compliant loT/M2M solutions as part of prpcurement tenders, 

ii. Direct State departments to deploy secure lOT devices from trusted sources 
compliant with the TEC Code of Practice for Securing Consumer Internet of 
Things (loT) TEC 31318:2021 and specify the same in tenders. 

iii. Encourage use of the CCSP platform in the state IOT based projects. Ms. 
Shikha Srivastava, Director, CDOT (Mo. 98105-83833, Email- dirtd2@cdot.in) 
can provide the necessary support. 

To, 

Chief Secretaries of all States/Administrators of UTs 



Annexure A 

•ro 
cilltri *ITN 

ITFOrm arftnIket ign 
RIR niFi, 	 tOdoi 

Government of India 
Department of Tifecornrounicationa 

Telecom Engineering Centre 
Knorthid Lf Chsenin, Jaireeth, New Deihi,ti Doe', 

Mm 

No. 19-1/2019-STD/TEC/2 	
Dated: 17.09.2020 

Subject Adoption of TSCISI transposed OneM2M (Relegate 2) spedfications as National 

Standards by TEC 
15051, as partner type 1 of oneM2M has transposed oneM2M (Release 2) specifications' 
27 documents In numbers and had provided to TEC for adoption as national standards by TEC. 
These specifications address the need for common M2M service layer that can be readily embedded 
within various hardware and software, and relied upon to connect the myriad of devices in the field 
with M2M application servers woridwide. These transposed documents cover orreM2M functional 
architecture, requirements, Service layer control protocols, Management enablement etc. 

These specifications have been processed for adoption as per the process defined in the. 
"Standardtration Guide - A policy document for adoption of tte domestic/Internation la standerd 

into national standards" notified as per O.M. No. 2/2018/SD/TSOSI/TEC/5  dated 	May 2020 

These standards were initially circulated to all the stakeholders for the public consultation Then, 
the Consultative Committee (CC) on oneM2M under chairmanship of DDG (10T), TEC arid other 

members from Industry, academia, government, R&D organizations, SDOs erC have examiner; 

speciflartions 	public comments and Inclusion of national requirements Subseouentv, 
Telecom Standards Advisory Committee (TSAC) has recommended adoption of these standards as 
identical adoption as per ISO/IEC Guide 21-1 (except T5-007, TS-0021 and TS-0024). The 
competent authority has approved adoption of these TSDSI transposed oneM2M spectficatbne 
national standards for IoT/M2M ecosystem in India. 

I tvrnet of Things (Ion division of TEC is requested to take further necessary action for aliocation 
of number, publication, presentation etc. of these standards as per the Standardization Guide in 
consubtion with Regional Coordination (RC) Division. 

This has approval of Sr. DOG TEC. 

D
( 	it Lai) 
ir (Standardization) 

To, 

1. DOG (10T), TEC, K.L. Bhawan, New Delhi for necessary action. 

2. DOG (RC), TEC, K.L. Rowan, New Delhi. 
3. DOG (IT) TEC, K.L Shavrao, New Delhi with a request to up 

ED, MOT/ DG Tani, New Deihl.  
Copy for kind Information to: 

1, 	Member (SyMember(T), Digital Communications Co mmiss b 

2. Sr. DOG & Head TEC K.L. Bhawan, New Delhi. 
3. All DOGs/DIrectors/ADGs, TEC, K.L. Bhawan, New Delhi, 

Available aat httos:/lcsdsiinioneaga.il 

0 
	b 

n, N. Deihl 
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Government of India 
Department of Telecommunications  

Telecom Engineering Centre 
Khunikeit Let t  uiroaa. Janet/VI, New Dem -1 t odor 

2010-ifiSRIZMNIUM 

No 19-01/2020-STD/TEC 	 Daied:01 08 2022 

Subject Adoption of TSDSI -Transposed from Onebt2/4 Release-3 - as National Standards. 

TSDSI, as a partner of OneM2M had submitted OneM2M Release-3 specifications ill, 
aortae:trig of totaling 27 documents In numbers (TSs-24 & TRs-03) to TEC for 
adoption/ratification as national standards. 

These specifications have been processed for adoption es per the 'Standardization 
Guide - A policy document for adoption of the dornesticantemationel standards into national 
standards' notified es per O.M. No. 2.1/2018/SD/TSOSI/TEC/5 dated 13 1̀  May 2020. These 
atanderds were initially circulated on 17.08.2021 to aft the stakeholders, for the public 
consultation. Then, a Consultative Committee (CC) on OneM2M Release-3 standard under 
chairmanship of DOG (loT), TEC and other members from industry, academia, government. R&D 
organizations, SOO* etc. have exernined the specifications w.r.t. public comments and inclusion 
of national requirements, Subsequently, Telecom Standards Advisory Committee (TSAC) has 
NiCOrrItne.V.W.4..4  adoption 	CneM2M Pekes/se-3 standard without any changes ("identical 
edoptIonl. 

The competent authority has approved adoption of these TSDSI transposed OneM2M 
Releae&3 standard (24 15 document=) as National Standard without any changes (identical 
adoption') and 3 TR documents be published es Technical Report on TEC webeite 

loT division of TEC is requested to take further necessary action for allocation of number. • 
publication, and presentation etc. of these standards as per the Standardization Guide in 
consultation with Regional Coordination (RC) Division, 

(Bankeshumar Sinha) 
Assistant Director (5) 
(ects.tec-dolOgov.in)  
Ph: 011-23310437 

To, 
1. DDG(loT), TEC, K.L.Bhavran, New Deihl for necessary action.  
2. DDG(FIC), TEC, K.L.Shawan, New Delhi.  
3. ODG(IT), TEC, Kt-Shawn, New Delhi with a request to upload on TEC wtreite 
4. DO TSOSI. 

Copy for kind information to: 

1. Mernber(Services), Digital Communications Commission, Sandier Ethewan, New 0 
2. Membef(Technologies), Digital Communications Commission, Senchar Bhawan New Doll 
3. Sr. DOG & Heed TEC K.L.Bhawart, New Delhi. 
4. At ODGs/Directors/A0Gs, TEC, K. Lehawen, New Delhi 

I (https://tedslinfonefeaftl) 
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Present Deployment of 
Proprietary Siloed Applications 

Deployment of oneM2M 
Standards based Applications 

An nexure B 

oneM2M and Its benefits 

The Current Scenario of loT Application Deployment 

The deployment of loT applications so far have been happening using proprietary software and 

protocols as depicted in the left-hand side of the figure below. Smart City loT applications have 

also been deployed in the same fashion under proprietary Smart City Platforms. This has created 

a situation of vendor-lock-in which resulted into lack of data sharing among divergent 

applications, device and software interoperability challenges among many other issues. 

The oneM2M standard specifies a horizontal Common Service Layer architecture which breaks 

the silos as this sits between the devices and applications and allows communication using a 

standardized set of interfaces  and APIs. This solves majority of the issues that exist in case of 

proprietary solutions. 

Pipe/vertical applications 



About onelVi2iVI 

oneM2M is the global standards initiative that covers requirements, architectu-e, API 

specifications, security solutions and interoperability for Machine-to-Machine a id loT 
technologies. oneM2M was formed in 2012 and consists of the following eight of the world's 
preeminent Standards Development Organizations (SD0s): 

ARIB (Japan), 
ATIS (U.S.), 
CCSA (China), 
ETSI (Europe), 
TIA (U.S.), 
TSDSI (India), 
TTA (Korea), and 
TTC (Japan), 

The above SDOs along with industry fora or consortia (GlobalPlatform) and over 200 member 
organizations contribute in framing the oneM2M specifications which provide a framework to 
support applications and services such as the smart grid, connected car, home automation, public 
safety, and health. one M2M actively encourages industry associations and forums with specific 
application requirements to participate in oneM2M, in order to ensure that the solutions 

developed support their specific needs 

Deployment of loT Applications using onerVi2M Standards based Common Service Layer 

The following diagram presents the deployment scenario for variety of applications based on 
oneM2M Common Service Layer. The sensors/actuators like Smart Meters, Smart Street tights, 
Vehicular Sensors, Parking sensors etc. get connected to the respective Gateways using any kind 
of wireless connectivity like Bluetooth, LoRa, ZigBee or Wired connectivity. 
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Field domain 
nodes alongwith 

sensors and 
actuators 

loi Application Deployment using oneM2M Standards based 
Common Service La r Platform 

esioner T. 2 : the andel Ciolsory Debi "NO Drift Corm Sala Uw emprwt sysl oØ onsly ascieslons poked Is lAtith 011:6, TAM 
Ileum Tot 1: Mt cot1031 OM] II* MORI INIcstisiti whit holm with sols,theltatiss Pe* is Agitation Dodo* Node oneM2W  

hteace spode(' In osteliat Standard 

The oneM2M compliant field domain application on these Gateways would send the data to the 
oneM2M based Common Service Platform. The data consuming applications for the various 
domains hosted on the cloud would be collecting the data from the Common Service Layer 
Platform received from the respective sensors in a secured manner for visualization, analysis or 
for taking some actions. This architecture ensures that only authorized and authenticated devices 
and applications are able to communicate. it also makes it possible to share the data among 
divergent applications without the need for additional layer of software. 

The Common Service Layer mentioned here is a horizontal layer of functions commonly needed 
across different market segments / not segment-specific. This is similar to generic versus use 
case-specific computer/OS in early times of computers. it would enable the industry to develop 
Standard based Applications which would reduce the development, test and deployment 
lifecycles. 

By deploying the Standards compliant Common Service Layer Platform, M2M Service Provider 
can offer wide range of services developed by the industry. 



It can also play a pivotal role in the Smart City Projects by having this platform which woild ease 
the development efforts of the application providers offering solutions for smart city project. 

Major benefits of oneM2M Standards 

Following are the major benefits of oneM2M Standards: 

1. 
The development of new innovative applications would be much easier due to well 
defined standards. This would be immensely beneficial even for smaller 

organisations/start-ups. 

2. 
Interoperability of devices and applications would become possible due to standardized 

interfaces 

3. 
Only authenticated and authorized devices would be able to communicate 

Information and statistics regarding the loT devices and applications would be available 

5. Resource utilization can be monitored by the authorities 

6. Regulations, KYC can be enforced 

7. Data Security and Privacy concerns are addressed 

8. 
Data sharing would be feasible in a standardized way among divergent application

,  

9. 
Integration of innovati applications across domains would be much easier ve  

10. Device Management becomes easy 

11. 
Certification would become feasible (with standardized test suites) for 

a) 
Devices: Ecosystem of Certified products ensuring interoperability, trust 

b) Applications: Sharing of data, interworking, Security 

c) Services: Compliance 
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