GOVERNMENT MEDICAL COLLEGE & HOSP
(Hespital Building), Sector 32-8, Chandigar-160030 (Ph:0172-26652

(ESTABLISHMENT BRANCH-IV)
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Endst. No.: GMCH/EIV/EA1(24/1)2015/

ITAL, CHANDIGARH
53-59, Fax: 0172-2608488)

Dated, Chandigarh the

A copy of letter No. 317/Misc-HIII(6)-2015/21238 dated 13.10.2015

received from the Superintendent (Vigilance), Chandigarh Administration, is

forwarded to the W ”matist, GMCH for information and strict compliance:
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Superintendent (Est.-1v)

GMCH, Ch@h.
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\ No.317/Misc-HII1(6)-2015/ }
Chandigarh Administration 2z (3¢
Vigilance Department

Dated, Chandigarh the /3 ) ‘D( T

To
All the Administrative Secretaries/ oss
Heads of Department/Boards/Corporations/Offices Gs‘ XA
Chandigarh Administration. ‘h
a
Subject: Misuse of user ids and passwords in organizatio%s — preventive

vigilance measures- Circular No.09/07/2015.

Geew-2s. T

’ Sir/Madam,
4 | am directed to refer you on the subject noted above and to send

herewith a copy of Letter No. 010/VGL/080-290733, dated 30.07.2015, received
from Sh. J. Vinod Kumar, Officer on Special Duty, Central Vigilance Commission,

New Delhi. for information and strict compliance.

Yours faithfully,

w -\= ;)Q\&D\d’—/

‘ ¢ SuperintendenttVigilance),

A for Adviser to the Administrator-cum-CVO,
\ Chandigarh Administration.



Telegraphic Address :
“SATARKTA: New Delhi

E-Mail Address
cenvigil@nic.in

Website g WeAehar ST
AR EuTesi CENTRAL VIGILANCE COMMISSION T0 e, Sfi.dt.aft, s,
EPABX L AF-T, EUAY,, ¢ faeeit-110023
24600200 : ¥ISEr 1o the 2 g g Satarkta Bhawan, G.P.O. Complex,
No. R 2 o Block A, INA, New Delhi 110023
"%W/Fax:24651186 Daiso (/87 S
OR=0F =94l 35—  w/No..010/NGLOR0290733..
&l / Dated.......30.07.2015.. .
Circular No. 09/07/2015 " u
YT s e
Subject:- Misuse of user ids and passwords in organisations — preventive vigilance measures
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The Commission has of late observed that in many cases relating to Banking Sector, Insurance

Sector, CPSEs and even in other organisati
c) being perpetrated on account of the office

ons functioning in a computerised environment, frauds are
r(s) sharing their user id and password with unauthorised

persons and/or not disabling them on transfer/retirement/suspension/long leave of officers; not

figquently changing the passwords, etc.
IM‘b sswords by officers would be an importa
ids, user ids etc. for accessing the

‘14 superannuates/placed under suspension/not
on long leave, training, deputation, transfer etc. Introducing a provision in the system/software itself at 2
pre-decided time period (i.c., a fortnight or a month) to change password could also be one of the
options for preventing misuse by unauthorised persons. Lo

The Commission is of the view that periodic change of -
nt preventive vigilance measure to address the issues. Mail
secure systems should be disabled once an officer
required to perform any function on account of proceeding

2. In addition, it also needs to be ensured by way of periodic surprise inspections / checks by next

higher authority / controlling officers as to
officers with any unauthorised persons.

3 The Commission, vide circular No

whether the user ids and password are being shared by the

- 38/11/10 dated 30.11.2010, advised CVOs of all Public

Sector Banks to ensure secrecy of employees’ passwords and also keep on changing them frequently so

that frauds being committed on account of

misuse of passwords of employees may be avoided in the

Public Sector Bank. CVOs of Banks were to take suitable action and regularly monitor secrecy of

passwords and any instances of casual appr

not being implemented

4. CVOs may, therefore, bring the

ensure complete implementation.

M( CVOs are further advised to send an

D‘V\"Q\\ them or the supervisory officers in their orga

)

C)/vg All CVOs of Ministries / Departments /

i

%aw%
!

Autonomous Organisations / Societies etc.

(9

oach by any password holder was to be dealt ruthlessly by

the concerned bank as the same may put huge funds at risk. It appears that the spirit of the circular is

above preventive measures to the notice of concerned

authorities in their organisation and also ensure that periodic inspections / checks are conducted to

action report in this regard of the verification conducted by
nisation within a month by mail to coord]-cve@nic.in.
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Ve N )Z<L(
[J.Vinod Kumar]
Officer on Special Duty

CPSUs / Public Sector Banks / Insurance Companies /
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